








HAN

Building Community

INTER-OFFICE MEMORANDUM
July 26, 2019

SUBJECT: QUARTERLY AUDIT SERVICES UPDATE

FROM: Aaron F. Zahn, Managing Director/CEO
TO: JEA Finance and Audit Committee
Kelly Flanagan, Chair
April Green

John Campion

BACKGROUND:

The Quarterly Audit Services Update provides the JEA Board of Directors with information on the
current activities of two of the three groups within Audit Services: (1) Forensic Audit &
Investigations; and (2) Internal Audit. The Forensic Audit & Investigations Group conducts
internal investigations of confidential reports into JEA’s Ethics Hotline (EHL) and from other
sources. The Internal Audit Group reviews internal control processes and ensures that
departments maintain compliance with operating procedures and regulations. Note: The update
for the third Audit Services Group, Enterprise Risk Management, will be presented separately.

DISCUSSION:

This update will provide an assessment of how JEA is monitoring controls to reduce and/or
prevent adverse impact to its business operations.

RECOMMENDATION:
No action required, as this update is for information only.

Aaron F. Zahn, Managing Director/CEO

AFZ/TEH/SVT

Ver 2.2 02/01/2014
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Audit Services Groups

* Forensic Audit & Investigations - pp. 3-5
* |nternal Audit - pp. 6-12

 Enterprise Risk Management (ERM) - Separate
presentation
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Investigative Case Statistics - 3Q19

Open Cases Cases Opened  Cases Closed Open Cases
3/31/2019 Q3 FY19 Q3 FY19 6/30/2019
6 4 2 8

Categories For Cases Opened During Q3 FY19

Conflict of Interest/Ethics Matters 3
Discrimination/Harassment 1
Total 4
August 2019
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Summary of Closed Cases - 3Q19

Reporting Allegation
Source

JEA-19-05-0002 — Wells Fargo notified
JEA's Treasury Department of a
potential fraudulent ACH transaction
involving a payment of $30,773.43 to
a JEA vendor.

JEA-19-03-0001 — Employees have
been wasting company time during
their daily shifts by spending time
watching YouTube on company
computers and on their cell phones.

August 2019
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Forensic Audit
& Investigations

Investigation Results

An ACH fraud occurred as a result of an employee
bypassing an internal control. JEA recovered all of the
funds. Actions were taken to strengthen controls to
mitigate future losses. In addition, training was
conducted to inform staff of the newly revised Vendor
Master procedures.

Substantial evidence was not found to support the
allegation, and there were no additional details from
the caller.
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Internal Audit Highlights

p— v' The Internal Audit team successfully completed the annual risk
assessment process for the FY20 Internal Audit plan by administering
95 risk surveys, and follow-up meetings with the SLT, Directors and
Managers. The FY20 Internal Audit plan will be addressed separately
in this meeting.

Assurance

v A special engagement audit for the certification, through Green-e, of
JEA renewable energy credits for 2017 and 2018 was recently
completed.

v’ Laurie Gaughan, the JEA lead Auditor for the TEA engagement, has
begun planning for the FY2020 audit and engaging with other utilities
for the identification of additional audit resources.

August 2019
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FY19 Audit Calendar

Party Claims V/ Environmental Programs ( Compliance . Peyrol Servioes Follow Lp .
St : 2018 information Security #  Electric Systems Asset
2018 Tax Administration y/ Follow-Up " Management .
20185 g B’.""’:rﬂdmn tng -'/ Branch Follow-Up f Contract Administration .
2018 Technology : # Procurement Inventory
Infi / Electric Systems Byproduct " Control .
Inte_mal 2018 Disaster Recovery '/’ Customer Solutions and ”
Audits Follow-Up Market Development \]
e v’ Talent Acquisition Services
Project Management Office .
District Energy Services v §
Meter Operations Follow-Up .
Special e v mmm v’ MEAG/vogte .
Projects Green-e Agreed-Upon 'V/ (3) Top Corporate Risk .
Procedures Engagement Coso
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Summary of Completed Audits & Projects for Q3

Audit Name Description of Significant or Greater Issue(s)
Rating ssues

Electric System Byproduct No significant issues identified.

Talent Acquisition Services EXCELLENT (3] No significant issues identified.

mmmmmmmmmmmmm
External quality control inspections for the Residential Energy Solutions

Program provider,
Internal *  Insufficient supporting documentation for several invoices and no controls
Audits Customer Solutions and Market a to detect duplicate payments;

: Development . Incompiete internal quality control checks for the Commercial Energy
efficient upgrade, electric vehicles, and off-road electrification rebate
programs; and

. Lack of written job aids and desktop procedures related to several rebate
programs.
Significant opportunities for improvement include the following:
. Chilled water plant capacity for current and prospective customers; and
Lraks e oot © ¢ Lack of business continuity planning for major power outages or damage
due to weather events.
Spe_CIaI PR & Dead UpIi ENOTR e No Rating 0 No issues identified.
MOl Engagement

August 2019
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Open Audit and Investigations Report Issues

Open Action Plans (47) By Issue Rating

30

25

20

Quantity
z

26

10
19

1 I

Major Significant Moderate Nominal

Audit Issue Rating
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Open Audit and Investigations Report Issues

20
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OPEN ACTION PLANS (47) BY ISSUE RATING AND CHIEF OR VP/GM
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Total
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Open Audit and Investigations Report Issue -
Major Rating

VP/Chief D|r_ector / Issue Observation Action Plan Current Due Date Action Plan Status Comments
(Audit Name)
VP/Chief, Information Officer  Director, Enterprise Audit noted that a Data Audit recommends thata Data ~ 9/30/19 With the assistance of an outside

Architecture Management Policy and Plan Management Policy and Plan vendor, Management will complete a
currently do not exist to guide be created based on the Data Governance readiness

(Information Security) the storage, protection and findings of the current data assessment. An implementation plan
destruction of sensitive classification project. will be created based on the results of
information. the assessment.

August 2019
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HAN

Building Community

INTER-OFFICE MEMORANDUM
July 26, 2019

SUBJECT: ANNUAL APPROVAL OF INTERNAL AUDIT CHARTER

FROM: Aaron F. Zahn, Managing Director/CEO
TO: JEA Finance and Audit Committee
Kelly Flanagan, Chair
April Green

John Campion

BACKGROUND:

The Internal Audit Group reviews internal control processes and ensures that the organization
maintains compliance with all procedures and regulations. The Internal Audit Charter provides
the JEA Board of Directors with information on the authority of the Internal Audit staff, its key roles
and responsibilities, and the outline of Internal Audit's Quality Assurance Program. There have
been no changes in the charter since it was last presented for approval on August 13, 2018.

DISCUSSION:

The benefits to the organization are seen in risk avoidance and improved internal control
processes, and the knowledge of the organization’s degree of compliance with policy, procedures,
rules and regulations.

RECOMMENDATION:

Staff recommends that the Finance & Audit Committee and the Board of Directors approve the
Internal Audit Charter.

Aaron F. Zahn, Managing Director/CEO

AFZ/TEH/SVT

Ver 2.2 02/01/2014



OPP: COMP Corporate Policy Ref:

Internal Audit Charter

POLICY STATEMENT:

The purpose of JEA's internal audit function is to provide independent and objective assurance and consulting
services designed to add value and improve JEA’s operations. Internal Audit helps JEA to accomplish its objectives
by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of internal control,
compliance, and governance processes.

The Institute of Internal Auditors’ (IIA’s) Mission of Internal Audit is “To enhance and protect organizational value
by providing risk-based and objective assurance, advice, and insight.” The specific mission of JEA’s Internal Audit is
to perform comprehensive, objective audits (assurance services) and consulting reviews (consulting services) that
fulfill the purpose outlined above, while conforming to the 11A’s Standard Practices, Code of Ethics, Definition of
Internal Auditing, and Mission of Internal Audit.

GENERAL DESCRIPTION of PROCEDURE:

This procedure is intended to:
1. Address the authority of the Director, Audit Services and the Internal Audit Staff.
2. Describe the key roles and responsibilities of Internal Audit.
3. Outline Internal Audit’s Quality Assurance program.

ASSIGNMENT of RESPONSIBILITY:
The Director, Audit Services or designee shall establish, maintain, and disseminate this Charter and any related
supporting documentation.

DEFINITIONS:

Internal Auditing — The Institute of Internal Auditors’ (IIA) definition of internal auditing is “An independent,
objective assurance and consulting activity designed to add value and improve an organization’s operations. It
helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control, and governance processes. Also enhances and protects
organizational value by providing risk-based and objective assurance, advice, and insight.”

Assurance Services — An objective examination of evidence for the purpose of providing an independent
assessment on governance, risk management, and control processes for the organization. Examples may include
financial, performance, compliance, system security, and due diligence engagements. A key part of Internal Audit’s
responsibilities.

Consulting Services — Advisory and related client service activities, the nature and scope of which are agreed with
the client, are intended to add value and improve an organization’s governance, risk management, and control
processes without the internal auditor assuming management responsibility. Examples include counsel, advice,
facilitation, and training. A key part of Internal Audit’s responsibilities.

Quality Assurance — A program based on an IlA Standard, which is designed to enable an evaluation of Internal
Audit’s conformance with the lIA’s Definition of Internal Auditing and the Standards and an evaluation of whether
internal auditors apply the Code of Ethics. The program also assesses the efficiency and effectiveness of Internal
Audit and identifies opportunities for improvement. Adequate supervision and quality assurance will be performed
and documented for each auditor and each audit assighment as defined in Internal Audit’s Quality Assurance
Improvement Program (QAIP) Procedure ASCO500QA, which includes external peer reviews as required by the lIA,
at least every five years (beginning in 2005).

Effective Date: August 19, 2019 Page 1 of 4
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Internal Audit Charter

PROCEDURE:

A. Roles & Responsibilities

Responsibility

Action

Director, Audit

Oversees the execution of a program of Internal Audit projects as necessary to

Compliance Officer
(CCo)

Services fulfill the purpose and mission of the department, including an annual risk
assessment and development of an annual audit plan. Is also the organization’s
Chief Audit Executive (CAE).

VP & Chief To whom the Director, Audit Services and Internal Audit reports administratively.

Managing Director
/ Chief Executive
Officer (CEO)
and/or President /
Chief Operating
Officer (COO)

To whom the Director, Audit Services reports when Internal Audit conducts
audits of Compliance Department functions. Meets quarterly with the Director,
Audit Services.

JEA Management

Although the role of Internal Audit is to assess internal controls, systems,
procedures, risks, etc., JEA management retains full responsibility for ensuring
that JEA maintains an appropriate framework of controls to reduce business risks
to an acceptable level.

Management also has the responsibility and accountability for addressing
weaknesses and inefficiencies identified in both External and Internal Audit
Reports and for taking the necessary corrective action. If JEA management
decides to accept a level of risk that Internal Audit believes is imprudent and
improper, and this difference of opinion cannot be resolved, the CAE has the
option to refer the matter to the Enterprise Compliance & Risk Committee (ECRC)
for discussion and resolution, as stated in the ECRC Charter.

Management should immediately inform the CAE of any significant internal
control problems, thefts, frauds, or unauthorized transactions.

Internal Audit Staff

Executes the program of Internal Audit projects, including the annual audit plan.
Internal Audit’s authority and key responsibilities are described as follows:

Authority

e To have access to all JEA records, assets, properties, plants, computers,
personnel, etc., with strict and absolute accountability for safekeeping
and confidentiality while conducting their internal audit duties.

Annual Risk Assessment and Audit Plan Activities

e Perform annual risk assessment activities and develop an annual audit
plan. The Director, Audit Services will present the annual audit plan to
the Finance & Audit Committee for review and approval.

Assurance/Audit Activities

Effective Date: August 19, 2019

Page 2 of 4




OPP: COMP

Corporate Policy Ref:

Internal Audit Charter

e Evaluate the effectiveness of controls over the reliability and integrity of
management information. Ascertain the level of compliance with
policies, procedures, laws and regulations.

e Review operations to evaluate whether established objectives and goals
are being achieved.

e Assist management in identifying operational, financial, regulatory and
reputational risks, and assess JEA’s ability to adequately mitigate these
risks.

e Conduct objective reviews of company business activities, operations,
internal controls and performance management systems, and report
results to JEA management.

e The audit scope will be based on Internal Audit’s assessment of risk.
Audit coverage will focus on high risk areas as defined in the annual risk
assessment process.

e Proactively consult with internal customers on recommendations and
the implementation of action plans, and monitor results.

e Perform engagement level audit planning and risk control assessment.

e Perform action plan follow-up.

Consulting Activities

e Provide consulting services where the level of risk warrants our
involvement. However, Internal Audit does not act in an operating
capacity, and cannot be part of the approval process.

Reporting

e Detailed written reports will be prepared and issued to management
following the completion of each audit. The contents will be discussed
with auditee management before the reports are finalized, except in
cases of fraud.

e Reports will generally be distributed to the Chief/Vice President and
Director/Manager of the area being audited, along with the Managing
Director/Chief Executive Officer and/or the President/ Chief Operating
Officer, as well as the Chief Risk and Compliance Officer. Final audit
reports are also submitted to the City of Jacksonville’s Council Auditor’s
office and the Office of the Inspector General. Quarterly summaries of
audit results are presented to the Finance & Audit Committee of the
Board of Directors.

Team Assignment Restrictions

e Auditors will not be assigned to audits or projects in areas where they
previously worked within the past 24 months, or where their degree of
independence could be questioned in any other way.

Finance and Audit
Committee of JEA’s
Board of Directors

Meets quarterly with the Director, Audit Services. Annual review and approval of
Charter.

JEA’s External
Auditors

Primary auditor of JEA’s financial statements. To minimize duplication of efforts,
Audit Services will not audit JEA’s financial statements.

Effective Date: August 19, 2019 Page 3 of 4
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Corporate Policy Ref:

Internal Audit Charter

SIGNED:

Title: VP & Chief Compliance Officer

Effective Date: August 19, 2019

Revised Dates: August 19, 2019

Origination Date: October 5, 2004, with eleven (11) subsequent annual subsequent revisions /

presentations / approvals, most recently on August 13, 2018.

Keywords: internal audit, assurance, consulting, quality assurance

Effective Date: August 19, 2019

Page 4 of 4




HAN

Building Community

INTER-OFFICE MEMORANDUM
July 26, 2019

SUBJECT: APPROVAL OF ANNUAL INTERNAL AUDIT PLAN

FROM: Aaron F. Zahn, Managing Director/CEO
TO: JEA Finance and Audit Committee
Kelly Flanagan, Chair
April Green

John Campion

BACKGROUND:

The Internal Audit Group reviews internal control processes and ensures that departments
maintain compliance with all procedures and regulations. Annually, Internal Audit develops a risk-
based work plan for the upcoming fiscal year.

DISCUSSION:

The benefits to the organization are seen in risk avoidance and improved internal control
processes, and the knowledge of the organization’s degree of compliance with policy, procedures,
rules and regulations.

RECOMMENDATION:

Staff recommends that the Finance & Audit Committee and the Board of Directors approve the
Annual Internal Audit Plan for FY20.

Aaron F. Zahn, Managing Director/CEO

AFZ/TEH/SVT

Ver 2.2 02/01/2014
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The Role of Internal Audit

“The role of internal audit is to provide independent assurance that an organization’s
risk management, governance, and internal control processes are operating

effectively.”
Source: The Institute of Internal Auditors

The scope of work of Internal Audit encompasses many

aspects of JEA’s operations and activities:

* Provide guidance in the development of JEA's
internal control framework; compliange

« Monitor and test the effectiveness of the internal Internal Audlt“
control framework; Sl epen dent® :ﬁrm.; ,m;m_

« Monitor and test JEA's operational process for %“u%m-ﬂ
compliance, efficiency, safety, etc.; and

* Follow-up on Management’s action plans for
ensuring operational compliance and effectiveness.

add v

August 2019
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@ Risk-Based Audit Plan Guidance
IA The Institute of Internal Auditors (IlIA) provides the
: following Standards for the creation of a Risk-Based
The Institute of Audit Plan:

Internal Auditors

» Standard 2010: The chief audit executive must
establish a risk-based plan to determine the priorities
of the internal audit activity, consistent with the
organization’s goals.

» Standard 2010.A1: The internal audit activity’s plan
of engagements must be based on a documented
risk assessment, undertaken at least annually. The
input of senior management and the board must be
considered in this process.

» Standard 2020: The chief audit executive must
communicate the internal audit activity’s plans and
resource requirements, including significant interim
changes, to senior management and the board for
review and approval. The chief audit executive must

FY2Q Internal also communicate the impact of resource limitations.
Audit Plan

August 2019



Risk-Based Audit Plan Steps

The following approach was used to develop the
Audit Plan:

Update JEA Auditable Condu_ct <y Intervigws Analyze,. SIBUE GITE Develop the Internal
Entities Structure il DIEEET Bre FE Rl SR EUREY Audit Plan
SIWETS Answers

> The JEA auditable entities structure was updated to
reflect any organizational changes by JEA’'s
leadership.

» Interviews with the Senior Leadership Team,
combined with risk survey follow-up meetings with
department Directors and Managers, were used to
identify perceived areas of risk and potential
internal audits.

August 2019 » This information was developed into an audit plan
AN designed to address critical risks in achieving JEA's
FY20 Internal objectives, as well as operational and regulatory

Audit Plan requirements.

4
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Audit Plan

Risk Assessment Survey

The risk assessment survey, sent to management of
JEA’s identified auditable entities, consisted primarily
of yes/no questions addressing the following:

>

VVVVY

Top Corporate Risks related to Revenue and
Expense Management (FO1), Disruptive
Technologies (CO3) and Emergency Preparedness /
Business Continuity (E13)

Governance & Culture

Compliance and Data Management

Criticality and Satisfaction of Internal Dependencies
Human Resources

Audit Timing & Additional Concerns

Internal Audit reviewed the survey results and
followed up with management about these risks. We
then combined the scores to determine the highest
risk areas for JEA.

A copy of the survey is shown on Appendix pp. A5-A16.



Description of Scheduled Audits

« The final plan includes nineteen (19) scheduled
audits and projects:

* Thirteen (13) new audits based on the FY2020 risk
assessment process.

« One (1) special project.

* One (1) recurring project related to Performance Pay.

. ?ne)(l) JEA-led external audit of The Energy Authority
TEA).

* One (1) Green-e Agreed-Upon Procedures Engagement.

« Two (2) follow-up audits due to “Needs Improvement”
audit report rating.

 The proposed audit plan calendar is shown on

page 7.
* A detailed list of these audits/projects, which
August 2019 Includes an entity description is shown on
AANNNNNNNNNNNNNRRRRN Ap p endlx pp Al A 4
FY20 Internal

Audit Plan



FY20 Audit Plan Calendar
JEA Academy Procurement LG/AS mp, Frocens oA | = Dw!ﬂuml DA

Troy England
(TE)
Business

Development & David Arnold EX Fowa o
it Software Licensing RE MGS Generation LG Customer Service LG
Community Project (DA) =
1 Management -
Audits BEEo T;;""“ Black Belts DA Cloud Computing RB Fleet Services TE
Air & Lab
Risk Management AS Permitting and AS
Compliance
WWW Planning TE
‘Cyber Program Rashid Brittain FY 2021 Annual Al
Assessment ** (RB) Risk Assassments
Special Laurie Gaughan RGNS Ao Lee
Z TEA Audit L3) / RB Upon Procedures Morde
Projects (Lg)/ Engagement nez
JEA Performance TE
Pay Audit

** Special Project expected to be carried out during all of FY20.

August 2019
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Internal Audit Team

Name / Title

Education & Certification(s)

Audit Experience

Lee Montanez
Manager, Internal Audit

David Arnold
Senior Auditor

il

Troy England
Senior Auditor

'.-i
ke

[
=

BN Laurie Gaughan

rey Senior Auditor

August 2019
A

FY20 Internal
Audit Plan

Andrew Shelley
Senior Auditor

Rashid Brittain
Senior Information
Technology Auditor

Master of Business Administration
= Certified Internal Auditor
= Certified Information Systems Auditor

Master of Business Administration

BBA — Business Administration
= Certified Internal Controls Auditor

BBA — Economics and Accounting
= Certified Public Accountant
= Certification in Risk Management Assurance

Master of Accountancy

Master of Accountancy
= Certified Public Accountant
» Certified Information Systems Auditor

14 years (8 yrs. at JEA)

20 years (4 yrs. at JEA)

18 years (5 yrs. at JEA)

10 years (5 yrs. at JEA)

6 years (2 yrs. at JEA)

7 years (3 yrs. at JEA)



Appendix

)

« The following supplemental documents were
cross-referenced in the preceding presentation:

« Al-A4 — Proposed FY20 Internal Audit Plan
with Details Pp. 6-7.

« A5-A16 — Risk Assessment Survey for
FY20 Internal Audit Plan Pp. 4.

August 2019
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HAN

Building Community

INTER-OFFICE MEMORANDUM
[July 26, 2019]

SUBJECT: ENTERPRISE RISK MANAGEMENT (ERM) UPDATE

FROM: Aaron F. Zahn, Managing Director/CEO

TO: JEA Finance and Audit Committee

Kelly Flanagan, Chair
April Green
John Campion

BACKGROUND:

The Enterprise Risk Management (ERM) Update provides the JEA Board of Directors with
information on the current activities of this group within Audit Services. The ERM Program
identifies, assesses, measures, monitors and actively manages risk. Today’s presentation
addresses ERM’s new risk scoring methodology. Note: The update for the other two Audit
Services groups, Forensic Audit & Investigations and Internal Audit, were presented separately.

DISCUSSION:

This update will provide an assessment of how JEA is managing risk to reduce and/or prevent
adverse impact to its business operations.

RECOMMENDATION:
No action required, as this update is for information only.

Aaron F. Zahn, Managing Director/CEO

AFZ/TEH/SVT

Ver 2.2 02/01/2014



//////////////////*’ _

Enterprlse Risk Managemént ’.
(ERM), 7~ i ;\ ]
Auglst 2019 AN AR X /

.
" —




August 2019
AN\

)ERM

Summary of ERM Structure

Enterprise Risk Management is designed to identify, assess, and

mitigate potential and actual risk events that have a significant
negative impact, financial and/or reputational.

Strategy/Objective

Communication,
and Monitoring

Risk
Identification

Risk
Assessment

Response



Summary of ERM Structure

* Risks are prioritized through a scoring
methodology that identifies those risk
events having the greatest negative
Impact.

 Our scoring methodology Is being
elr_lganced, as described in the following
slides.

August 2019

)ERM



Scoring Methodology Enhancements

« Our methodology is migrating from managing by risk score
rankings to a more action-oriented focus on responding to key
risks.

« Developing a financial module to reassess the financial impact
of each risk to identify total financial exposure and time
frames.

* Modifying the risk prioritization to also include how well
prepared we are to minimize negative impact and/or likelihood,
If the risk event occurs.

» Pages 5-8 detail the new elements of the scoring methodology,
August 2019 using one of our risks, Cooling Water Intake Structures 316(b), as

an example.
)ERM
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Financial Impact Description

Objective: Modify the Financial Impact to Consider Insurance Coverage

Ownership Risks Impact
" Modified . Total
i . i Initial L. Reputation
Risk # Risk Title Risk Owner(s) . Financial Impact Impact
Financial Impact Impact
(Insurance) Average
E05 |Cooling Water Intake Caren Anders /
Structures 316(b) Paul Steinbrecher Severe/Catastrophic (>5100M) None Moderate [ 3.5

Initial Financial Impact - Identifies the “Worst Credible” financial impact
If the risk event occurs.

Modified Financial Impact (Insurance) - Identifies the out-of-pocket
/deductible financial impact after insurance coverage payment. Where
applicable, this will be used in determining the true financial impact of a

risk.
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Probability Factors Description

Objective: Modify the Probability Factor to Include Other Variables That Can Impact the
Likelihood of an Event.

Ownership Probability Factors
Total
Risk # Risk Title Risk Owner(s) Likelihood Velocity Preparedness Influence | Probability
Average
EO5 |Cooling Water Intake Caren Anders /
Structures 316(b) Paul Steinbrecher Possible (41 - 60%) 1-3years away |Medium prep/controls | Very Low 3.0

Likelihood - Identifies the range of likelihood of the risk event occurring, as determined by

the risk owners.

Velocity - Identifies the time frame in which a risk event can occur.

Preparedness - Identifies the effectiveness of current mitigations that reduce the impact
and/or likelihood if the risk event occurs. Where available, this includes any key risk
indicators (KRIs) to validate the effectiveness of the mitigations.

Influence - Identifies our ability to influence the risk from occurring. For example, we have
no influence in preventing a new regulatory requirement, some influence in managing fuel
prices through hedging, and a high influence of reliability through an effective
maintenance program.
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Preparedness Description

Objective: Assess effectiveness of risk mitigation efforts

Ownership

Risk Allocati Preparedness
Risk # Risk Title 15 . oca |c.>n Score
Business Unit

EO5 Cooling Water Intake Caren Anders /
Structures 316(b) Paul Steinbrecher 2

Preparedness Score - This column helps assess the
effectiveness of mitigations to reduce the impact and
likelinood of an event.

Factor that determine preparedness include:

» Existence of key risk indicators (KRISs)

* KRI results

» Effectiveness of current controls / mitigation efforts
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)ERM

Expenditure Description

Objective: Non-Adjusted-Most Likely Financial / Exposure Impact

Non-Adjusted MF?St Lll.(elly
. . inancia
Risk # Risk Title Risk Owner(s) Financial Impact
. - Exposure
(in millions) / Spend Rate . "
(in millions)
EO5 [Cooling Water Intake Caren Anders /
Structures 316(b) Paul Steinbrecher $130.0 Once $65.0

Non-Adjusted Financial Impact: Identifies the mid-point of

the financial impact before probability adjustment.

Spend Rate: Identifies the time frame within which an
expenditure can occur.

Most Likely Financial Exposure: Identifies the most likely
financial exposure based on the midpoint of the financial
Impact and the midpoint of the total probability average.
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Financial Assessment

Risk Register as of July 2019

Expected Time Frame

Total Most Likely

Risk Categories L:(:::‘:g‘:d Financial Exposure
<1year 1- 3 years away 3 -5 years away 5- 10 years away > 10 years away (in millions)
Risks with High Likelihood of Occurrence within
Shorter Time Frame
(e.g. Plant Vogtle, Coal Combustion Residual Rule Likely (61 - 80%) $0.0 $107.0 $0.0 $33.0 $175.5
(CCR), Credit, Cooling Water Intake Structures 316
(b))
Risks with High Likelihood of Occurrence within
Longer Time Frame
(e.g. Carbon Emission Mitigation/Renewable Possible (41 - 60%) $0.0 $0.0 $50.9 $50.0 $0.0 $100.9
Energy Standards, Disruptive Technologies)
Risks with Lower Likelihood of Occurrence

Operations
(e.g. Emergency Preparedness / Business
Continuity, Infrastructure Maintenance, Drinking Possible (41 - 60%) $0.0 $30.3 $0.0 $225 $22.5 $75.3
\Water Quality)
\Workforce
(e.g. Work Environment, Staffing Retention)

Possible (41 - 60%) $0.0 $17.5 $10.5 $1.5 $0.0 $29.5
[Compliance
(e.g. FERC/NERC Compliance, Environmental
[Compliance, Other Regulations (HIPAA)) Possible (41 - 60%) $0.0 $19.2 $0.0 $0.0 $0.0 $19.2
Physical Security
(e.g. Physical Security /Terrorism / Criminal
Activity / Active Shooter) Possible (41 - 60%) $0.0 $6.9 $0.0 $0.0 $0.0 $6.9
Cyber Security
(e.g. CIP Compliance, Cyber Security IT & OT)

Possible (41 - 60%) $0.0 $6.7 $0.0 $0.0 $0.0 $6.7
[Technology
(e.g. Technology Services Disaster
Recovery/Business Continuity, Technology Unlikely (21 - 40%) $0.0 $3.3 $0.0 $0.0 $0.0 $3.3
Infrastructure Reliability)

Grand Totals: $0.0 $190.9 $61.4 $107.0 $198.0 $557.3




HAN

Building Community

INTER-OFFICE MEMORANDUM
August 19, 2019

SUBJECT: ETHICS OFFICER REPORT

FROM: Aaron F. Zahn, Managing Director/CEO
TO: JEA Finance and Audit Committee
Kelly Flanagan, Chair
April Green

John Campion

BACKGROUND:

Per Ordinance 2011-197-E, JEA is required to appoint an Ethics Officer to represent the agency on
ethics matters and to participate in a citywide Ethics Coordination Council. The Finance and Audit
Committee will receive a quarterly update from the Ethics Officer.

DISCUSSION:

JEA Ethics Officer ensures information is shared and advice given regarding issues and questions. This
role manages ethical concerns for the organization and ensure compliance with business and
governmental regulations.

RECOMMENDATION:
This item is for information only.

Aaron F. Zahn, Managing Director/CEO

AFZ/TEHWMS

Ver 2.2 02/01/2014
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Five Year Case in
Review

August 2019
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Inquiry Categories

Ethics

August 2019
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35

30

25

20

15

1

o

(6]

o

mQtr3

mYTD 2019
mYTD 2018

Ethics Officer Inquiries

11
13 3 6 15 1
31 4 4 25 1

10 1 30 18 2

mQtr3
mYTD 2019
= YTD 2018

Conference

5
20
17




Report on Ethics
Advice

August 2019
AN

) Ethics Officer Cases

Written vs Verbal Advice 2019

58% are
Verbal
inquiries
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Quarterly Newsletter

4th Quarter focusing on
Secondary Employment/
Moonlighting

* Highest inquiry category ytd

August 2019
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) FY19 update

OCTOBER

JEA BUSINESS
ETHICS
Y

ETHICS

- PREVENTING CONFLICTS.
PROMOTING FAIRNESS
More on the JEA BUSINESS Ethics Page on the Grid

.=

REPORTING
umm EMPLOYMENT

BY = PARTY
; E

MISUSE OF TIME TS OF INTEREST MISUSE OF POSITION
SUPPLIES OR FQUIFMENT

=

IF YOU SEE SOMETHING. SAY SOMETHING
ETHICS HOTLINE 1-800-805-3569




Oversight Responsibility

August 2019

) FY19 update

Companywide Annual Business Ethics for Contract workers
was released on June 14%, As of July 15t a total of 30% of
contractors have taken the training. Reminder going out
in August.

Working with OGC on updating JEA Gifts and Secondary
Employment policies based on city ordinance updates.
Held meeting with Companywide Ethics Representatives
on June 4t to discuss the proposed updates.

Cleaning up the SharePoint Database on Secondary
Employment to ensure compliance.

Revamping the Business Ethics Guidelines to the Business
Ethics Code of Conduct.
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Building Community

INTER-OFFICE MEMORANDUM
August 19, 2019

SUBJECT: ERNST & YOUNG FY2019 ANNUAL FINANCIAL AUDIT PLAN

FROM: Aaron F. Zahn, Managing Director/CEO
TO: JEA Finance and Audit Committee
Kelly Flanagan, Chair
April Green

John Campion

BACKGROUND:

Auditing standards require auditors to communicate certain matters to the governing board that may
assist the Board in overseeing management’s financial reporting process.

To keep in compliance with the Finance and Audit Committee Operating Policy, a formal approval of the
annual financial audit plan is required. The formal approval demonstrates the Board has reviewed and is
in agreement with the plan. Additionally, meeting with auditors to discuss the audit plan assists the
Board in overseeing management’s financial reporting process.

DISCUSSION:

Ernst & Young (E&Y) has prepared the FY2019 annual financial audit plan. The plan outlines the scope
of their services, identifies the E&Y team that will perform the audit and presents key considerations that
will affect the FY2019 audit. E&Y has been invited to attend the August 19, 2019 Finance and Audit
Committee meeting to review and discuss the FY2019 annual financial audit scope and approach.

RECOMMENDATION:

Staff recommends that the Finance and Audit Committee and Board approve the FY2019 Annual
Financial Audit Plan.

Aaron F. Zahn, Managing Director/CEO

AFZ/RFW/GLT

Ver 2.2 02/01/2014
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Executive summary: 2019 audit plan

2019 audit plan* '{:\_ Important updates* 'b Audit innovation*

Audit timeline

» We will perform our interim
procedures during the months of
April through August and our year-
end procedures during the months of
October through December.

Audit strategy, including significant

risks identified

» Our audit strategy, including
significant risks identified, for the
2019 audit is outlined in the Areas of
audit emphasis.

Involvement of internal audit and
others

» We plan to use the work of the city
council auditors in selected areas of
our 2019 audit similar to previous
years. Refer to the Involvement of
Council Auditors.

* These matters are addressed on the following pages within our presentation.

Confidential - Ernst & Young LLP

» New GASB Pronouncements

Significant 2019 considerations

» Plant Vogtle

» Debt Service Coverage letters to
change from positive to negative
assurance

» Uniform Guidance Audits (FEMA)
results.

We continue to benefit from and
improve upon the digital audit
technology implemented during our
FY18 audit, including:

>

Canvas client portal: Shared audit
team access to documentation to
ensure status of requests is shared;
segregated access of sensitive data
to appropriate users.

EY Helix: Executed the Revenue and
payroll expense audit programs which
resulted in a reduction of traditional
tests of details.

Trade Receivables Analyzer:
Identified key items that pose the
greatest risk of material
misstatement by analyzing
aggregated accounts receivable
transactions.

o
Inquiries {:,

>

Inquiries of the audit committee are
intended to assess the board's
awareness of important matters
pertaining to the audit.

Note: This report is intended solely for the information and use of the those charged with governance, Board of
Directors and management. It is not intended to be, and should not be, used by anyone other than these
specified parties.

© ®

JEA 2019 audit plan | 1
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Client service team

JEA
IT Integrated Audit
Marrgai: wg;:gt or John Di Santo Lou Roberts
9ing Managing Director Independent Reviewer
Alex Perez
Senior
Russ Jeans Tara Petrucci
Senior Manager Senior Manager
Other Auditors
Chris Rigby . .
Audit Senior Council Auditors Staff

(CoJ)

EY Audit Staff

Confidential — Ernst & Young LLP JEA 2019 audit plan | 2
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2019 audit plan: Areas of audit emphasis

Our audit procedures emphasize testing those processes, accounts, contracts or transactions where we believe there is the greatest
risk of material misstatement to the financial statements, whether due to error or fraud. We consider the effects of current market
risk factors on JEA, and also place emphasis on those areas requiring subjective determinations by management. We will reassess
our risk assessment and other internal and external factors influencing JEA throughout our audit, and communicate to you any
changes to our initial plan, as necessary. Our areas of audit emphasis, including areas with identified significant risks, are as follows.
Our proposed audit plan to address specific areas of emphasis is detailed on pages 11 through 15.

Areas of audit emphasis

» Revenue » Other post retirement benefits liabilities (OPEB)®

» Asset retirement obligations (SJRPP Decommissioning) ® » Pension accounting, including valuation of pension assets ¥
» Regulatory accounts » Investments ¥

» Risk of management override of controls ® » Capital assets

» Derivative instruments and hedging activities

@ We will utilize the assistance of internal EY valuation subject-matter professionals in performing our procedures.

® Professional standards require that we consider the risk of management override of controls to be a significant risk on all audits. Our audit procedures, including our journal entry testing, are
designed to be responsive to this risk.

Confidential — Ernst & Young LLP JEA 2019 audit plan | 4
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2019 audit plan: Involvement of Council Auditors

As required by AICPA standards, we have evaluated the competence and objectivity of the Jacksonville city council auditors (Council
Auditors”) and its application of a systematic and disciplined approach, including its quality control processes. We have also
considered whether, and to what extent, we can use the work of the Council Auditors in our 2019 audit. We have discussed with the
Council Auditors their 2019 audit involvement. We expect the Council Auditors to provide assistance consistent with previous audits.
The table below represents the areas where we plan to use the Council Auditors in the 2019 audit.

We will work with Council Auditors in a direct assistance model, which involves us performing:
-On-site direction and supervision
-Detailed review of working papers
-Reperforming their work on a test basis

Areas/significant class of transactions where EY is planning to use the work of the Council Auditors

» Test of transactions

» Substantive procedures for certain audit areas (including cash and investments, AR, capital assets, AP, taxes)

Confidential — Ernst & Young LLP JEA 2019 audit plan | 5
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Important Updates : New GASB Pronouncements

GASB Pronouncement Effectlve.for Fiscal Description
Year Ending

GASB Statement No. 84, Fiduciary September 30, 2020 Requires fiduciary activities to be presented in the financial
Activities statements (separate funds). Affects SURPP pension plan
and JEA OPEB plan.

GASB Statement No. 87, Leases September 30, 2021 Requires all leases to be recorded as assets and liabilities
on the balance sheet. (Note purchase power agreements
are specifically excluded).

GASB Statement No. 88, Certain September 30, 2019 Requires additional information regarding debt to be

Disclosures Related to Debt disclosed in the notes to the financial statements, including
unused lines of credit, assets pledged as collateral, terms
and consequences of default and acceleration clauses.

GASB Statement No. 89, September 30, 2021 Requires that all interest cost incurred on long-term debt
Accounting for Interest Cost borrowing during the period of construction to be expensed,
Incurred Before the End of a rather than capitalized. Requires retroactive application.

Construction Period

Confidential — Ernst & Young LLP Q I I O JEA 2019 audit plan | 7




Important Updates : New GASB Pronouncements

GASB Pronouncement Effectlve.for Fiscal Description
Year Ending

GASB Statement No. 90, Majority September 30, 2020 Requires that majority equity interests be reported as either

Equity Interests an investment following the equity method or a component
unit depending on the facts and circumstances. JEA will
need to evaluate its investment in TEA and any other
majority equity interests to determine if any accounting
changes will be warranted.

GASB Statement No. 91, Conduit September 30, 2022 Clarifies definition of conduit debt, establishes that conduit

Debt Obligations debt is not an obligation of the issuer, requires the third-party
obligor to record the liability for the debt and requires
additional footnote disclosures.

GASB Exposure Draft, September 30, 2022 Provides accounting guidance on subscription-based
Subscription-Based Information information technology arrangements (“SB ITAS”), such as
Technology Arrangements cloud computing arrangements. Requires recognition of a

right-to-use asset and a corresponding liability for SB ITAs,
and requires expensing of certain costs associated with SB
ITAs.

Confidential — Ernst & Young LLP Q I I O JEA 2019 audit plan | 8
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Appendix A

Areas of audit emphasis
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