APPENDIX B - Proposed Solution Requirements Questionnaire

Project Name:

Vendor:

The table lists all of the functional and technical critical requirements, including Optional items JEA is interested in.
1. ALL ITEMS MUST BE ADDRESSED INDIVIDUALLY AND NO BLANKET RESPONSE TO ALL ITEMS WILL BE ACCEPTED.

2. FM/PM/NM -The Respondent must specify if the solution meets the requirement fully (FM — Fully Meet), partially (PM - Partially Meet), or not at all (NM - Not Met.).

3. State specific evidence in the "Vendor Evidence" column to allow a determination to made. Failure to complete will be deemed as “NM — Not Met”.
4. Security controls MUST be equal to or greater than the controls JEA implements to be considered PM or FM.
5. ALL QUESTIONS MUST BE COMPLETED BY ALL RESPONDEDENTS PROPOSING A CLOUD, OUTSOURCED OR MANAGED SERVICES SOLUTION.
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WANT

buld like to have incorporated into the solution but are not required.

le scored as part of the Evaluation Matrix for points.

b Support these.

Ability to provide LDAP authentication
processes for user access. If not, explain

There is no directory integration in
place.

Directory integration is limited to
the system itself with manual ties

Directory integration is automatic and
integrated with the system.

your user store, authentication and st to external systems.
authorization process(es).
What type of logs are available? No Audit information is available Logical access logging is in place |[There is detailed activity logging in place and
Application, database, server, network? 32 and logged to a SIEM. logged to a SIEM.
How often are you able to provide these
logs?
The solution is a multi-tenant model Various types of multi-tenant The solution is a multi-instance model whereby
Ability to provide application firewalls used that provides a predefined enviropment arrangements are possible. Each the_c_u_stomer has con”!ple_te control over role
for web applications. (Architecture 33 for the customer that is shared with a_rrangement pqols r_esources defln_m_on, u_ser authorization, and other
Diagram Required) other differently, offering different administrative tasks related to security.
tenants degrees of isolation and resource
efficiency
The provider says nothing on data The provider gives overview but The provider gives overview and full
_ _ conversion. limited supporting documentation |supporting documentation on the data
Explain the data conversion process. 34 for data conversion process. conversion process.
The provider says nothing on data The provider identifies what third | The provider identifies what third party back
backup or backup tools. party back tools are used to tools are used to support customer SaaS
Identify third party backup tools and support customer SaaS solution on |solution on their infrastructure and gives
explain the process by which backups are 35 their infrastructure but gives limited [explanation. The third party backups are easily
taken explanation around the process. portable to JEA'’s data center and can be
stored because JEA uses the same/similar
backup tool.
The provider says nothing on data Provider identifies various services |Provides supporting documentation showing
performance. level agreements, business statistical reference data performance for on-
continuity and disaster recovery in |line transactions processing (OLTP) & on-line
Identify service level agreements for data general. analytical processing (OLAP) by service level
performance, business continuity and 36 agreement, business continuity (BC) and
disaster recovery. disaster recovery (DR). May include but not
limited to current customer performance
statistics or a chart detailing data speeds for
BC and DR.
The provider says nothing on data Provider gives general Specific archival and retention details are
archival and retention. understanding of their archival and |provided for data tiered storage regarding
) . ) retention data policies. historical or transactional data. For example,
Explam_ the'archlval a_lnd r_etentlon process 37 transactional data like temporary logs can be
for storing tiered or historical data. purged by weekly or monthly. Does provider
outline details of what can or can’t be purged,
retained and tools used.
Ability to apply Operating System, There is no process for change, Change, configuration and patch  |Change, configuration and patch management
database, application server, and Third confoguration or patch management.  [management processes exist but [processes exist and they are well documented.
Party Component Security Patches within 38 they are not documented.
a reasonable period after Patch Release.
Please specify periods as necessary.
There is no process for change, Automated, configuration and Automated configuration and patch
Ability to automate application patch configuration or patch management. pa_tch management processes management processes exist anq applies to
installation process 39 exist but they are automated for database, application servers, third party
’ only select systems identified in components which are identified in the
the vendor's evidence vendor's evidence
Ability to provide Notification of JEA and its The provider do_es not speak to incident The_: provider states tha? there is an | The provider sr_)ecifies an _incident response
customers within 24 hours of Security 40 response handling. incident response plan in place. pro_c_ess_and this process includes a -
Vulnerability Discovery notification process in the event of an incident
) within 24 hours of identification.
Firewall protection for Layers 3 through 7 The prgvider does not speak to firewall |Firewall protection for Layer; 3 Firewall protect_ion for_Layers 3 throqgh 7 of
of the OSI model, including stateful packet M protection. throt_Jgh 7 of the QSI model is the QSI quel is p_rowded from mgltlple
inspection of voiée and video, if applicable provided from a single vendor devices using multiple vendors which log
' ) which logs events to a SIEM. events to a SIEM.
The provider does not speak to The provider implements an The provider implements an intrusion
Intrusion detection/prevention. intrusion detection system which is [prevention system which is currently
Intrusion detection/prevention. 42 currently subscribed for and subscripbed for and receiving updates and
receiving updates and logs events [logs events to a SIEM.
to a SIEM.
e Lo The provider does not speak to the The states they will notify JEA of | The provider states they will notify JEA of
yﬁﬂgﬁ:ﬂﬁ;égl‘]&iﬁ c;’)frs\?ifjin;ytil;s;;iac;:)r 43 communication of security issues or security issues or vulnerabilities security issues or vulnerabilities, provide a

resolution.

vulnerability notification.

and provide a timeline for
resolution.

timeline for resolution and provide examples of
notifications in the vendors evidence.
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This section lists additio

The answ

WS- Basic Profile v1.1 for all services

The provider says nothing on data
security standards.

The provider will comply with
current security standards, but the
standards are not specified, or the

The provider says it will comply with specific,
emerging cloud security standards, and it
agrees to certify compliance. The customer

. 50 provider will enforce security has the ability to exit the contract if there is a
provided or consumed by. . . .
measures at least as strong as the [security breach resulting from provider
provider does for internal users. negligence, or a contract breach.
JEA's target name space naming 51 Name space standards not met Some JEA standards met Fully comply with standards
standards for all WSDL documents.
Both simple and complex data types for all 52 Data types not supported Some data types All WSDL support simple and complex data
WSDL documents. types
Using JEA’s common information models No common information model Partial common information model [All based on utility standard data model
and common information model 53 supported (JEA or multispeak, or other utility
multispeak 5.0. accepted CIM)
The provider says nothing on data The provider offers a method to The provider offers a method to establish two-
Two-way SSL to ensure confidentiality of security standards. establish two-way SSL for some way SSL for all data in transit for all services
data in transit based on business 54 data in transit for somel services  |provided or consumed by the system.
requirements for all services provided or provided or consumed by the
consumed by the system. system which are identified in the
vendor evidence.
Data loss prevention (DLP) is a strategy There is no DLP solution in place. A DLP solution can be put in place |A DLP solution is standard in all contracts.
for making sure that end users do not send if requested by the customer.
sensitive or critical information outside the
corporate network. The term is also used 55
to describe software products that help a
network administrator control what
data end users can transfer.
€ apilty To enable message-Tevel No message-level integrity Some message-level integrity Full message-level integrity
integrity (XML digital signatures) controls 56
Ihased on hiisiness reaiiirements for all
WSDL well-formed validation. 57 No support for WSDL Some WDSL compliant services  |Fully WSDL compliant
WSDL WS-I compliance validation. 58 No support for WSDL Some WDSL compliant services  |Fully WSDL compliant
Ability to import an XSD's and conforms to e No support for WSDL Some WDSL compliant services  |Fully WSDL compliant
W3C standards for all WSDL documents.
Ability to use of standard SMTP No support for SMTP Some support Fully compliant with SMTP protocol
Communications Protocols and 60
Transports.
Ability to support the ability to enable No data encryption in place. Partial data encryption in place. Da_ta encryption is in place for the level of data
value, field, or message-level encryption being protected.
based on business requirements for all 61
services provided or consumed by the
system.
Identity of the user invoking the service. 62 No Audit information is available Ider?tity_ of the user invoking the Identity of the user invoking the service is
service is logged. logged and logged to a SIEM.
. No Audit information is available Source IP address of the service |Source IP address of the service requestor
Source IP address of the service requestor 63 L N
requestor logging is in place. logging is in place and logged to a SIEM.
Date and time of the request 64 No Audit information is available Date and time of request is logged. E)a;esaltlr;\iﬂtime of request is logged and logged
The content of the message if this is a 65 No Audit information is available command and control operations |command and control operations are logged
"command and control" operation. are logged. and logged to a SIEM.
Ability to provide both a system and No Audit information is available identity logging is in place. Identity logging is in place and logged to a
service identity to be used for coarse- SIEM.
grained and fine-grained authorization, 66
respectively (when consuming a web
service).
Audit logs shall be written in append mode No Audit information is available Audit logs are written in append Audit logs are written in append mode and
to enable adding new audit events but 67 mode. logged to a SIEM.
disallowing previous events from
modification.
Ability to be authenticated at the user-level _There is no authentication mechanism |There is_ siqgle_factor Authentication_ intp the system requires multi
against the identity stored used by the 68 in place authentication in place factor authentication.
system exposing the Web Services.
Ability to allow the security administrator to The proyider does not speak to report |Security administrators can _ Security admir?istrators can gen_erate reports
generate reports based on the service 69 generation. generate reports based on service |based on service logs and provide to customer

logs.

logs.

upon request.
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